DEPARTMENT OF DEFENSE

CONTRACT SECURITY CLASSIFICATION SPECIFICATION

1. CLEARANCE AND SAFEGUARDING

a. FACILITY CLEARANCE REQUIRED

. : SECRET
(The requirements of the DoD Industrist Sacurity Manusi apply
to all security aspects of this effort.} b.  LEVEL OF SAFEGUARDING REQUIRED
SECRET

2. THIS SPECIFICATION IS FOR: (X and compiote as appiicable)

3. THIS SPECIFICATION IS: (X and complete as applicabie}

a. PRIME CONTRACT NUMBER
X Stub 34151459

X |a

ORIGINAL {Complete date in alf cases)

BATE (YYYYMMDD)

x [NOO167-03-R-0050

DUE DATE {YYYYMMDD)

c. FINAL (Complete fterm 5 in &l cases)

2003/05/2%
b. SUBCONTRACT NUMBER b. REVISED REVISION NO. DATE (YYYYMMDD)
{Superssdes alf
previous specs)
¢. SOLICITATION OR OTHER NUMBER

DATE (YYYYMMD2)

In rasponse to the contractor's request dated

, retention of the classified matarial is suthorized for the period of

4. IS THIS A FOLLOW-ON CONTRACT? [Yes ] X No. it Yes, complats tha fallowing:
Classified material raceived or generated under {Preceding Contract Number/ is transferrad to this follow-on contract,
5. 1S THIS A FINAL DD FORM 2547 [ Jyes T XTNO it Yes, compiete the following:

8. CONTRACTOR ftinciude Commercial and Government Entity [CAGE] Code)

». NAME, ADDRESS, AND ZIP CODE b. CAGE CODE | c. COGNIZANT SECURITY OFFICE (Mame, Address, and Zip Code)

TO BE DETERMINED TC BE DETERMINED

7. SUBCONTRACTOR

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE |[e. COGNIZANT SECURITY OFFICE [Name, Address, and Zip Code;

Same as 6a.

8. ACTUAL PERFORMANCE

a. LOCATION b. CAGE CODE |c. COGNIZANT SECURITY OFFICE {Name, Addrass, snd Zip Code)

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

10. CONTRACTOR WILL REQUIRE ACCESS TO: YES| NO |11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL; YES | NO
». COMMUNICATIONS SECURITY (COMSEC) INFORMATION X~ %ﬁﬁ%ﬁf@%%mmw

b. RESTRICTED DATA X b, RECEIVE CLASSIFIED DOCUMENTS ONLY 4
. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION X e. RECEWE AND GEMERATE CLASSIFIED MATERIAL X

d. FORMERLY RESTRICTED DATA X | o raBRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE X

e. INTELLIGENCE INFORMATION o. PERFORM SERVICES ONLY X

111 Sensitive Compartmented Information [SCI *_PUERTO AICH, U.5. POSSESSIONS AND TRUST TERRITORIES | = U™
- mmmmmgm—m ATIGN
12) Non-SCI X[ &an [BTic) OR OTHER SECONDARY BISTRIBUTION CENTER T

t. SPECIAL ACCESS INFORMATION XA | h. REQUIRE A COMSEC ACCOUNT )4
4. NATO INFORMATION X i. HAVE TEMPEST REQUIREMENTS X
h. FOREIGN GOVERNMENT INFORMATION X1 i HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS X
i. LIMITED DISSEMINATION INFORMATION X k. BE AUTHORIZED TO USE THE DEFENSE CCURIER SERVICE

j.  FOR OFFICIAL USE ONLY INFORMATION X 1. QTHER (Specify)

k. OTHER {Specify/
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PUBLIC RELEASE. Any information fciassified or unciassifiad) partaining to this contract shall not be releasad for public dissemination except ss providad
by the Industrial Security Manual or uniess it has been approved for public releass by apprapriate U.S. Government authority. Proposed public relsasss shail
ba submitted for approval prior to releasa D Diract E Through (Speeify)

Naval Surface Warfare Center, Carderock Division, Detachment Norfolk

to the Directorats for Frasdom of Information and Secwity Reviaw, Office of the Assistant Sacretary of Defanse (Public Affairs)* for review,
*in the cass of non-DoD User Agencies, raquests for discloaure shall be submitted to that agency.

13. SECURITY GUIDANCE. The sacuity classifisction guidancae nesded for this classifisd sffort |s identfied below. If any difficuity is sncountered in applying
this guldance or if eny other contributing factor indicatas a nesd for changes in this guidanca, the contractor is authorized and encouraged 1o provide
recommended changes; to challenge the guidance or the classification assigned to any information or matarial furnished or peneratad under this contract;
and to subemnit any questiona for intarpratation of this guidance to the official identifind balow. Ponding final decision, the information involved shall be
handled and protactsd at the highast level of classification assignad or recommendad, {Fitl in as appropriate for the clessified effort. Attach, or forward urder

paraie correspond . ahy documents/guides/extracls referencad hereln. Add additional pages as nesded to provide complete guidance.}
This contract is for the acquisition of engineering support services in support of the NSWCCDDN mission covering the
functional areas of program management and planning, research and development, acquisition engineering, in-service
engincering, logistics engineering, and test and evaluation. Classification markings on the material to be furnished will provide
the classification guidance necessary for the performance of this contract.
Offerors must have 2 facility clearance at the SECRET level and ALL proposed KEY-Personnel must be cleared at the
SECRET level. A CONFIDENTIAL security clearance is the minimum clearance required for all Non-Key personnel,
Additionally, a minimum number of NON-key personnel must possess a SECRET security clearance as indicated below:
Non-Key personnel Category Required Number Cleared Secret
1. Naval Architect . 2
2. Mechanical Engineer 2
3. Electrical Engineer o 2
4. Senior Naval Architect/Engineering Technician 2
5. Senior Draftsmen 1
6. Draftsman 1
7. Computer Programmer/Scientist 1
8. Logistician 1
9. Senior Analyst 1
10. Analyst 1

14. ADDITIONAL SECURITY REQUIREMENTS. Requiremants, in addition to ISM requirements, are established for this contract. I ! Yas | X I No
{if Yes, identify the pertinent coniractual clausas in the contract document itself, or provide an appropriste stat which identifies t ftional
requirements. Provide a copy of the requiraments to the cognizent security office. Usa ifem 13 if sdditional space /s needed.)

15. INSPECTIONS. Elements of this contract ars outside the inspection responaibility of the cognizant sacurity office. Yes | A I o
{if Yes, expiain and identify specific sreas or elemants carvad out and the activity responsible for Inspections, Use item 13 if additional space is needed.)

16. CERTIFICATION AND SIGNATURE. Securlty requiremants stated herein are complete and adequate for sateguarding the classifiad
information to be relsased or gensrated under this classified offort. AN questions shall be referred to the official named below.

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE c. TELEPHONE finciude Area Cods)
Raymond Kozlowski Security Officer , (301) 227-1408
d. ADDRESS finclude Zip Code) 17. REQUIRED DISTRIBUTION

Naval Surface Warfare Center, Carderock Division
9500 MacArthur, Drive
West Bethesda, MD 20817-5700 )4

a. CONTRACTOR
b. SUBCONTRACTCR
. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

DD FORM 254 (BACK), DEC 1999

. SIGNATURE

o

. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION
. ADMINISTRATIVE CONTRACTING OFFICER
. OTHERS AS NECESSARY

-




